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| am now able to enclose for consideration at the above meeting the following
report that was unavailable when the agenda was printed.
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Agenda Item 6

Public
Key Decision - No

HUNTINGDONSHIRE DISTRICT COUNCIL

Title/Subject Matter: Internal Audit Service: Annual Report 2023/24

Meeting/Date: Corporate Governance Committee — 29t May
2024

Executive Portfolio:  Clir Joanna Harvey, Executive Councillor for
Governance and Democratic Services

Report by: Karen Sutton, Director of Finance and Corporate
Resources
Ward(s) affected: All Wards

Executive Summary:

The Public Sector Internal Audit Standards (PSIAS) require the Committee to
receive an annual report on the work of the Internal Audit Service. The report is
required to include:
e The opinion
e A summary of the work that supports the opinion; and
e A statement on conformance with the PSIAS and the results of the
quality assurance and improvement programme.

This report details the work undertaken by Internal Audit during the year ending
31 March 2024 to support the following opinion statement.

Audit Opinion:

It is the opinion of the Head of Internal Audit that, taking into
account all available evidence, reasonable assurance may
be awarded over the adequacy and effectiveness of the
Council’s overall internal control environment during the
financial year 2023/2024.

The Annual Governance Statement (AGS) requires an annual opinion from the
Head of Internal Audit on the Control Environment; the opinion should be
provided by a suitably qualified and independent person. As the Council is
currently without an Internal Audit Manager, this opinion has been provided by
Jonathan Tully, Head of Shared Internal Audit Cambridge City Council.
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The opinion is based on the outcome of 8 audit reviews and 6 reviews of key
financial systems.

The following new areas are brought to Committee’s attention:

1)

2)

3)

Social Value in Procurement: The audit found that the Policy &
Framework adopted in 2019 had not been implemented and key aspects
are not complied with, and our approach has not been amended to
reflect a number of economic changes. A formal contract management
process is not in place and staff not trained in social value. Additional
resources are being recruited to review and implement the Social Value
in Procurement policy, to adopt the new Procurement Regulations being
introduced in October 2024 and to assist Budget Managers with contract
management.

Implementation of Audit Actions: throughout the year there has remained
a significant number of audit actions that have become overdue. It is
likely that capacity has inhibited progress, but it is important that services
propose realistic implementation dates. Internal Audit will take action to
discuss the realism or challenge these dates at audit closure.

Assurance work over the Planning Service (Development Management)
and GDPR was not undertaken due to awareness that the service
provision was not fully in place. The Services agreed to prepare and
follow an improvement plan and the intention is for Internal Audit to
review progress against these in the 2024/25 Audit Plan.

The Internal Audit Manager continues to report functionally to the Corporate
Governance Committee and maintains organisational independence. There
were no constraints placed upon them in respect of determining overall audit
coverage, audit methodology, the delivery of the audit plan or proposing actions
for improvement or forming opinions on individual audit reports issued.

Recommendation(s):

It is recommended that the Committee:

1.

2.

Consider and comment upon the report; and

Take into account the audit assurance opinion when considering the
Annual Governance Statement (AGS) for 2023/24.
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1.1

1.2

2.1

2.2

3.1

3.2

3.1

4.1

PURPOSE OF THE REPORT

This is the annual report detailing Internal Audit performance. It covers the
period 1 April 2023 to 31 March 2024.

The report includes an annual opinion on the overall adequacy and
effectiveness of the Council’s internal control and governance processes.
As the role of the Internal Audit Manager is currently vacant within the
Council, opinion on its Internal Audit service has been sought from the
Head of Shared Internal Audit Cambridge City Council, who is a suitable
qualified and independent person.

WHY IS THIS REPORT NECESSARY

The Accounts and Audit (England) Regulations 2015 require the Council to
‘undertake an effective internal audit to evaluate the effectiveness of its risk
management, control and governance processes, taking into account
public sector internal auditing standards or guidance’.

The Public Sector Internal Audit Standards (PSIAS) require an annual
report to be considered by the Committee as they fulfil the role of the
Board (as defined by PSIAS).

OPTIONS CONSIDERED/ANALYSIS

The Internal Audit Service Annual Report 2023/24 at Appendix 1 provides
details of the work undertaken by Internal Audit during the year ending 31
March 2024 to support the annual opinion statement. This annual
assurance opinion and any governance issues are to be included within
the Council’s AGS for the year.

The PSIAS details the matters that are required to be included in the
annual report. These are:
a) The opinion
b) A summary of the work that supports the opinion; and
c) A statement on conformance with the PSIAS and the results of the
quality assurance and improvement programme.

There are a number of matters within the audit reviews that are brought to
the Committee’s attention. These are detailed in the annual report and may
be taken forward to the AGS as governance issues.

KEY IMPACTS / RISKS

Failure to provide an annual report would lead to non-compliance with the
PSIAS and require the matter to be reported in the AGS.
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5.1

6.1

7.1

9.

WHAT ACTIONS WILL BE TAKEN/TIMETABLE FOR
IMPLEMENTATION

The annual report will be considered by the Committee during the
preparation of the AGS.

LINK TO THE CORPORATE PLAN, STRATEGIC PRIORITIES AND/OR
CORPORATE OBJECTIVES

The Internal Audit Service provides assurance to management and the
Committee that risks to the delivery of the Corporate Plan across all of its
areas are understood and managed appropriately.

REASONS FOR THE RECOMMENDED DECISIONS

In fulfilling its obligations under the PSAIS, the Committee is required to
receive an annual report on the work of the Internal Audit Service. The
outcomes of the report, particularly the annual opinion statement, will be
included within the Council’'s AGS.

LIST OF APPENDICES INCLUDED

Appendix 1 — Internal Audit Service: Annual Report 2023/24

BACKGROUND PAPERS

Internal Audit Reports
Internal Audit performance management information

CONTACT OFFICER

Name/Job Title:  Karen Sutton, Director of Finance and Corporate Resources
Tel No: 01480 387072

Email: Karen.Sutton@huntingdonshire.gov.uk
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Appendix 1:

Hunfingdonshire

DI STRICT E O UNGC | L

Internal Audit Service
Annual Report and Opinion

2023-24

Page 204 of 219



1.1

1.2

1.3

2.1

2.2

2.3

INTRODUCTION

This is the annual report detailing Internal Audit performance. It covers
the period 1 April 2023 to 31 March 2024.

The report includes the annual opinion, provided by a qualified and
independent person on the overall adequacy and effectiveness of the
Council’s internal control, governance, and risk management processes.
The opinion has been provided by Jonathan Tully, Head of Shared
Internal Audit Cambridge, City Council.

The opinion is based upon the work carried out by Internal Audit during
the year, together with any other assurances and general knowledge
gained.

The report provides information on:
e The role of Internal Audit
The annual audit opinion
The delivery of the annual Internal Audit Plan
Audit reports issued and issues of concern.
Implementation of agreed actions and follow up.
Internal Audit performance
Quality assessment and improvement programme (QAIP).

ROLE OF INTERNAL AUDIT

The requirement for an internal audit function in local government is
detailed within the Accounts and Audit (England) Regulations 2015,
which states that a relevant body must:

‘Undertake an effective internal audit to evaluate the effectiveness of its
risk management, control and governance processes, taking into account
public sector internal auditing standards1 or guidance.’

The role of internal audit is best summarised through its definition within
the PSIAS, as an:

‘Independent, objective assurance and consulting activity designed to add
value and improve an organisation’s operations. It helps an organisation
accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control
and governance processes.’

The Council is responsible for establishing and maintaining appropriate
risk management processes, control systems, accounting records and
governance arrangements. Internal audit plays a vital role in advising the
Council that these arrangements are in place and operating effectively.
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3.1

3.2

3.3

3.4

3.5

3.6

The Council’s response to internal audit activity should lead to the
strengthening of the internal control environment (see appendix 2) and,
therefore, contribute to the achievement of the organisation’s objectives.

ANNUAL INTERNAL AUDIT OPINION

The Head of Internal Audit provides an independent opinion on the
overall adequacy of and effectiveness of the Council's governance, risk
and control framework and the extent to which the Council can rely on it.
This has been considered in the development of the Annual Governance
Statement.

Regular updates are presented to the Corporate Governance Committee
throughout the year which outline the key findings of the internal audit
work undertaken during 2023/2024, including any areas of significant
weakness in the internal control environment.

From the audit reviews undertaken, no areas were identified where it was
considered that, if the risks highlighted materialised, it would have a
major impact on the organisation as a whole. In each instance where it
has been identified that the control environment was not strong enough or
was not complied with sufficiently to prevent risks to the organisation,
Internal Audit has issued recommendations to further improve the system
of control and compliance. Where these recommendations are
considered to have significant impact on the system of internal control,
the implementation of actions is followed-up by Internal Audit and
reported to the Corporate Governance Committee.

The results of the work carried out by internal audit, taken together with
other sources of assurance, inform the HIA annual opinion on the overall
adequacy and effectiveness of the organisation’s framework of
governance, risk management and control.

The Public Sector Internal Audit Standards requires an audit opinion to be
provided by a suitably qualified Head of Internal Audit. The Internal Audit
Manager, who was substantively in post during the financial year, has left
the Council. Information that supports the Governance Risk and Control
framework has been provided to me as a peer Head of Internal Audit,
who works regularly with the Council through existing partnership
arrangements.

| have reviewed the reports and assurance provided by the Internal Audit
team in the 2023/2024 Financial Year, plus considered external sources

It is the opinion of the Head of Internal Audit that, taking into account all
available evidence, reasonable assurance may be awarded over the
adequacy and effectiveness of the Council’s overall internal control
environment during the financial year 2023/2024.

This opinion includes a limitation of scope, as explained in the
Resourcing section below.
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3.7

3.8

3.9

3.10

3.11

3.12

3.13

of assurance, to help inform my opinion of the control environment. | have
reviewed a sample of working papers that support the audit reports but
have not reperformed the quality assurance work completed by the
Internal Audit Manager. | also take assurance that regular updates have
been provided to the Corporate Governance Committee during the year.

Internal Audit should continually review their own processes for
improvement as good practice. There may be scope to improve the
team’s internal audit process and | note work undertaken by the Local
Government Association (LGA) Peer Review, and that the Council has
already engaged with BDO to prepare for an External Quality
Assessment. Whilst | have been observing Internal Audit work during this
exercise, | have not been duplicating the work of the Peer Review or
BDO. If I have seen observations in addition to their existing feedback, |
have shared them with the S151 Officer for continuous improvement and
development of the team.

Assurance can never be absolute. The audit opinion reflects the view of
the assessor on the current state of the governance framework and the
effectiveness of the systems of internal control across the Council and
provides the Committee with an opinion for inclusion in the Annual
Governance Statement (AGS). The opinion does not imply that internal
audit has reviewed all risks, controls or governance arrangements.

The Annual Governance Statement should reflect the financial year, up
and to the point that the final Statement of Accounts is approved. Any
material changes arising whilst the draft Annual Governance Statement is
being reviewed by the external auditors will be revised and republished
with the final Statement of Accounts as standard practice.

Last year, in 2022/23, the annual audit opinion was stated as adequate
assurance, whilst a limited assurance opinion was given for risk
management. An action plan was put in place to improve risk
management across the organisation, including a review of the Risk
Management Strategy, which was approved by Council in December
2023, and the implementation of actions arising from the LGA Peer
Challenge of Internal Audit in March 2023. Risk Management is now
firmly embedded in the governance arrangements for the Council, and
forms the basis of Internal Audit assurance sought, but work to establish
the cultural change across all levels of the organisation continues.

The assurance opinion is based on the outcome of eight audit reviews
(one still to be formally issued), follow-up reviews and the reviews of key
controls within seven core financial systems. Two further audits are
currently being undertaken.

There have been nil substantial assurance, four adequate assurance and
four "position statement only” audit reports (general) issued in 2023/24.

Forty nine actions for improvement have been agreed in year. Only five
actions, all linked to the review of Risk Management, have been classified
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3.14

3.15

3.16

4.1

as ‘red’ priority, i.e., meaning the uncontrolled risk has the potential to
seriously affect service delivery.

Progress has been noted on actions arising from the core financial audits,
with only one action remaining open from last year; the is the review of
the Debt Management policy which is scheduled for the next quarter.

Service managers have been asked to provide details of any third party
or external assurances obtained for their service or any self-assessments
they had carried out; the purpose of this was to gain knowledge of other
assurance evidenced for a service area’s assurance and to further
support the overall annual audit opinion. Third party assurances are also
used in the preparation of the annual audit plan.

The role of the Internal Audit manager is accountable to the Corporate
Governance Committee and maintains organisational independence.
They have no constraints placed upon then in respect of determining
overall audit coverage, audit methodology, the delivery of the audit plan
or proposing actions for improvement or forming opinions on individual
audit reports issued.

DELIVERY OF 2023/24 INTERNAL AUDIT ACTIVITIES
Resourcing

There has been significant change in the resourcing of Internal Audit
during 2023/24 and this has impacted upon the team’s ability to fully
deliver the Internal Audit plan:

o The team welcomed a new fully qualified auditor to assist with cover
for the trainee’s maternity leave; whilst initially a fixed term position,
this recruitment has been confirmed as permanent.

o One Internal Auditor left the team through an organisation internal
move and was replaced by an experienced apprentice in September
2023.

o The Trainee Auditor returned from maternity leave at the end of the
financial year.

o The Internal Audit Manager commenced leave from the Council in
January 2024 and has taken a position in another council.
Recruitment has commenced for this role.

This quantum of change has meant the 2023/24 Internal Audit plan was
not fully implemented. Consequently, there is a temporary “limitation of
scope” when reporting the annual opinion on the control environment.

A “limitation of scope” can arise where there is a potential reduction in the
level of assurance when developing an annual opinion. This should not
be confused with an “adverse opinion,” which arises when sufficient work
has been completed and this concludes that internal control
arrangements are not adequate and effective.
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The Public Sector Internal Audit Standards do not set out a formula to
determine the appropriate level of internal coverage. However, as audits
reviews from our 2023/24 plan have not been delivered, it is prudent to
make our stakeholders aware of this. Our Leadership Team has been
informed, and the Corporate Governance Committee have been regularly
updated on the progress of our audit plan throughout 2023/24.

The outstanding work has been assessed and reviewed for inclusion in
the 2024/25 plan where this continues to be a high priority for assurance.
Some of these reviews are already in progress. As we operate an agile
risk-based plan this is standard practice.

We have commenced an improvement plan, detailed later in this report,
which will help identify solutions for improving our capacity to deliver
assurance.

As at 315t March 2024, the approved establishment for Internal Audit was:

Role FTE Position
status
Apprentice Auditor 1.0 Filled
Trainee Auditor 0.6 Filled
Internal Auditor 0.5 Filled
Internal Audit Manager 1.0 Vacant
Total Resource 3.1

Where the team does not possess the in-depth skills and knowledge to
undertake an audit, e.g., technical ICT reviews, external third party
specialists will be used. BDO LLP has been appointed to undertake the
Council’s ICT audits.
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4.2

In Year Internal Audit Activity

The team undertook the following reviews in year. Reports noted as being
in draft are ones where final approval from the respective service

managers is awaited.

Audit Area/Opinion

Date report issued

Actions Arising

Substantial Assurance:
None

Reasonable Assurance:
CIPFA Financial Management Code
Safeguarding
Tree Management
Disabled Facilities Grants annual declaration
Climate - carbon data

Limited Assurance:
None

Position statement only:
Business Continuity Planning
People Capacity
GDPR — Health Check Improvement Action Plan

Key Controls:
Council Tax

NNDR

Creditors

Debtors

Main Accounting System

April 2024
January 2024
April 2024
n/a
draft

May 2024
May 2024
draft

February 2024
February 2024
November 2023
December 2023
December 2023

Red Amber
0
0
0
0
0
n/a n/a
n/a n/a
n/a n/a
0
0
0
0
0

16

o

o O O O O

The audit plan included the review of key controls within a number of key
financial systems. The frequency of these continuous auditing reviews
has been carried out on a risk versus value assessment.

A number of “position statement only” reviews were undertaken. These
were in areas where systems and outputs are in development and the
insight of Internal Audit could support and challenge the proposed controls

to improve the outcomes.

There were no ‘Limited Assurance’ opinion reports issued in the year. In
general, internal audit work found there to be a sound control environment

in place across the majority of review areas.
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4.3

4.4

It should also be noted there was a delay in the commencement of ICT
review work; this was due to the originally appointed external resources
being unable to fulfil their contractual duties. BDO LLP were subsequently
appointed and have commenced review duties, with work on assessing
Critical Applications Security currently ongoing.

Areas of Concern

Risk Management: this area was given a limited assurance opinion in
2022/23 following a full internal audit. The new Risk Management Strategy
was approved in December 2023 and has been implemented across the
Council, although work remains to deploy a formal training programme. A
follow up audit is planned for 2024/25.

Social Value in Procurement was also highlighted as a concern in 2022/23;
the Code of Procurement in the Constitution references the current Social
Value Procurement policy and is considered as part of the Procurement
process. It is recognised that further work is required on the Social Value
Procurement policy and a review will be planned once the new policy is
implemented.

A planned review of Procurement activity has been deferred due to
capacity constraints on the Procurement resources; senior management is
aware and additional resource has been approved.

Implementation of Audit Actions: The level of overdue audit actions has
reduced since the previous year end, although agreed actions continue to
become overdue. Whilst there is an expectation that all actions will be
implemented by the agreed date, it is acknowledged that where a change
to the agreed action is needed, this will often take longer. Regular updates
on the progress have been shared with the Corporate Governance
Committee.

External Sources of Assurance

Other sources of external assurance are used to help inform an opinion
on the control environment. Assurance work and certification that has
been completed in the year includes:

LGO Ombudsman annual report

ISO 9001:2015 — Quality Management System - Waste Collection

BS CCTV 7984-2008 (Keyholding and response) compliance

Driver & Vehicle Standards Agency Certification of Earned Recognition
Public Services Network Certificate of Connection Compliance

LGA Corporate Peer Challenge

EY External Audit 2022/2023 Value For Money Conclusion
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IMPLEMENTATION OF AGREED ACTIONS AND FOLLOW-UP WORK

At the conclusion of an internal audit review, agreed audit actions are
discussed with the respective service manager and implementation dates
agreed. Progress against these is then monitored and reported to CGC.
There is an expectation 100% of agreed actions will be implemented on
time.

All actions are logged in the 4Action system which is accessible by
service managers to monitor and update actions for their service. This
software is used to report audit action progress to the senior leadership
team (SLT) and CGC. The software is proactive, in that it sends out
reminders to managers they have an action date approaching, but this
does not guarantee action completion by the target date and some
actions become overdue, often due to the amount of change required to
implement the action being underestimated; managers are asked to
provide status updates to their actions to allow the progress to be
monitored and assistance provided, if needed.

At April 2023, 18 audit actions were reported as not having been
implemented by the due date. By May 2024, this had reduced to 15
actions, as detailed on Appendix B.

Not all the implemented actions are routinely followed up. The IAM
decides if a follow-up review is required after considering the action’s
classification, the action itself, the evidence provided by a manager to
support the closure of the action and own knowledge of the action taken.
When resources are settled, the intention will be to carry out a follow up
review on any actions under a limited assurance opinion and others as
they are deemed required.

INTERNAL AUDIT PERFORMANCE

The Local Government Association (LGA) undertook a peer review of
governance processes, assessed against CIPFA’s “Unlocking Internal
Audit Potential” report, to provide insight into the effectiveness of the
Council’s arrangements. The peer review highlighted areas that have
historically come under the responsibility of Internal Audit but should be
considered for separation in order that Internal Audit is able to
independently review and report - these include Whistleblowing, the AGS,

and the annual Report of the CGC.
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Service delivery targets

6.1

6.2

7.1

7.2

7.2

7.3

7.4

A new/refreshed End of Audit Survey has been designed and has been sent
to the client for their feedback following closure of an audit.

The survey asks for feedback on various elements within the following

aspects of an audit:

- Performance of the auditor.

- How well the audit was managed?

- How well we communicated?

- Quality of the audit report

- Overall quality of the audit (including how we could do things differently to
improve our service).

Respondents rated the following areas good or very good:

- Overall quality of the audit 100%
- Quality of the audit reports 100%
- Audit scope and coverage 100% (Duration only 83%)
- Performance of auditor 100%

The monitoring of key service delivery targets will be considered in the future
but are still used internally as targets within each audit review even though
they are not formally measured and reported.

QUALITY ASSESSMENT & IMPROVEMENT PROGRAMME (QAIP)

One of the elements of the PSIAS (Public Sector Internal Audit Standards) is
the requirement to maintain a quality assessment and improvement
programme (QAIP) which needs to be sufficiently comprehensive to
encompass all aspects of Internal Audit’s operation and management.

The Internal Audit Team is currently not compliant with the PSIAS and is
working to achieve this.

A peer review was carried out in March 2023, led by the LGA and using
audit leads from other authorities with the intention of assisting the Internal
Audit Service in preparation for an external quality review. A further follow-
up review happened in February 2024, and this demonstrated some further
progress.

The Internal Audit Team is also engaging with BDO to prepare for an
External Quality Assessment (EQA) which is required every five years.

New Global Internal Audit Standards have been issued and we expect
there will be a Public Sector Version which will take effect from April 2025.
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We will take these new developments into account as part of our ongoing
assessment to make sure we are adopting the latest standards and best
practice.
Appendices
A. Assurance Definitions used in the report
B. Internal audit actions not implemented by due date.

Appendix A: Assurance definitions: for information

Opinion Descriptor

A sound system of governance, risk management
and control exists, with internal controls operating
Substantial effectively and being consistently applied to support
Assurance the achievement of objectives in the area audited.

There is a generally sound system of governance,
risk management and control in place. Some issues,
Reasonable non-compliance or scope for improvement were
Assurance identified which may put at risk the achievement of
objectives in the area audited.

Significant gaps, weaknesses or non-compliance
were identified. Improvement is required to the
Limited system of governance, risk management and control
Assurance to effectively manage risks to the achievement of
objectives in the area audited.

Immediate action is required to address fundamental
gaps, weaknesses or non-compliance identified. The
No system of governance, risk management and control
Assurance is inadequate to effectively manage risks to the
achievement of objectives in the area audited.

In applying the most appropriate level of opinion the internal auditor will use their
professional judgement, based on the results of the audit, consideration of risk and
consequences of areas of weakness for the organisation.

Internal control environment

The control environment comprises the systems of governance, risk management
and internal control. The key elements of the control environment include:
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establishing and monitoring the achievement of the organisation’s objectives
the facilitation of policy and decision-making ensuring compliance with
established policies, procedures, laws and regulations — including how risk
management is embedded in the activity of the organisation, how leadership is
given to the risk management process, and how staff are trained or equipped
to manage risk in a way appropriate to their authority and duties

ensuring the economical, effective and efficient use of resources and for
securing continuous improvement in the way in which its functions are
exercised, having regard to a combination of economy, efficiency and
effectiveness.

the financial management of the organisation and the reporting of financial
management

the performance management of the organisation and the reporting of
performance management.

System of internal control

A term to describe the totality of the way an organisation designs,
implements, tests and modifies controls in specific systems, to provide
assurance at the corporate level that the organisation is operating efficiently
and effectively.
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Appedix 1

Oustanding Audit Actions as at 22nd May 2024

approved, in consultation with various key
stakeholders across the Council, communicated to
members of staff and reviewed on a routine basis or
following any significant changes to the Council’s
operations.

Action Audit report Priority Agreed Action Implementa Action Owner's Update Date of No of
reference Level tion Target Update |months late
1612 |Small Works Contract 21.22 /3 A Formal contract management monitoring 30/11/2022|Medium term civils contract has been tendered and |21/05/2024 17
arrangements will be established, including review of communicated to others. Contract monitoring will
spend, spot checking procurements and routine commence once a full month of expenditure is
liaison meetings with service users and the supplier. available.
1652 |Corporate Enforcement Policy A Review and re-write the policy, where necessary, in | 30/12/2023|The resources and capacity has not been available 01/01/2024 5
21.22 /4 collaboration with all users and so that the policy is during 2023 to rewrite the Policy. The intention is
relevant, correct and reflects the enforcement that the policy will be approved ahead of the new
appetite. Policy needs to contain the new HDC financial year 24/25.
objectives and ensure that it covers everything that
the officers and portfolio holders need it to cover.
U The policy is due for review by February 2023
=
(D1658 |Shadow IT / Service-Procured A The Council’s Procurement Lead should review and, |31/03/2023|Draft changes have been made to the CoP and 04/01/2024 14
N Systems 21.22 /1 where necessary, update the Council’s Code of waiting for authorisation.
= Procurement so that it establishes a requirement for
o the procurement of any service to include the
9,., involvement of all relevant stakeholders, including
N the procurement of any IT system requiring the
B involvement of the ICT Service. This should be




Appedix 1

Oustanding Audit Actions as at 22nd May 2024

6T¢ JO LT¢ abed

Mgt REPLACEMENT ACTION

routines within Anite/Information@Work system.
Implement these arrangements, and submit a budget
bid or plan outlining the steps to enable us to delete
unnecessary historic records.

a. Successful bid made to Ideas Process

b. Secured dedicated resource to conduct
investigations to confirm whether this remains a risk

c. Extensive fieldwork done with services,
application support, Information Governance (IG)
and the supplier of the software. We have also
conducted external benchmarking to see if this risk
exists with other Councils and confirmed it does.

d. Confirmed that we need to improve our use of
the retention modules. We have looked at a number
of options (tolerate/manual deletion/automation via
Al/use of existing deletion modules)

e. Further allocation of time and budget to get the
supplier in to conduct an assessment of the ability of
the software to schedule deletions

f. Supplier resources are being identified, they have
escalated within their company - and we expect them
on site in June

g. From that we intend to be in a position to report
back to the IG Board and SLT. It may be that an MTFS
bid is needed, this will be confirmed once we are
clearer on the ability of the software to meet our
requirements.

Action Audit report Priority Agreed Action Implementa Action Owner's Update Date of No of
reference Level tion Target Update |months late
1668 |Data Protection/Information A Review the data holdings, indexing, and deletion 30/04/2024|1. Steps taken are: 22/05/2024 1




Appedix 1

Oustanding Audit Actions as at 22nd May 2024

Action
reference

Audit report

Priority
Level

Agreed Action

Implementa
tion Target

Action Owner's Update

Date of
Update

No of
months late

1669

Section 106 Agreements 21.22

Action 1

To commence a review of S106 priorities, processes,
roles, responsibilities, governance, reporting and
resourcing to ensure HDC are maximising the use of
$106. The outcomes of the review and subsequent
actions will be agreed by CLT. Recognising the
intrinsic link with decision making this will need to be
part of the programme of wider improvements to the
delivery of the development management service.

Implementation will be overseen by the Chief
Planning Officer who will be supported in delivery by
the Implementation Team Leader and other officers
as appropriate.

31/10/2023

Previous update still valid. Action part 1 completed
by 31 October deadline. But progress now halted due
to vacant programme manager post. Tasks are being
completed where possible within existing resource
apabilities.

12/03/2024

6T¢ JO 8T¢ Pbed

Social Value in Procurement

22.23 Action 2

The Council’s Social Value Policy and Framework
document will be reviewed and updated to ensure it
reflects existing corporate aims and values, and also
is aligned with the decisions made as a result of the
Business Case document. The policy will clarify
coverage of Social Value in procurement, including
minimum points available for in tender assessment,
and contracting documentation. Any related
documentation and templates will be updated as a
result of the revised policy.

30/09/2023

Additional resource approved to develop the Social
Value Procurement policy. Recruitment to commence
May 2024

21/05/2024

1673

Social Value in Procurement

22.23 Action 3

An action plan will be devised to support the
introduction of contract management processes
which are proportionate to the nature and value of
procurement exercises undertaken, and which
address social value obligations where relevant.

30/09/2023

Additional resource approved to implement this
action. Recruitment will commence May 2024.

21/05/2024

1674

Social Value in Procurement

22.23 Action 4

Social Value guidance, information and signposting
will be shared with local businesses through existing
engagement channels, forums and networks
accessed by the Economic Development (ED) team.
(ED to circulate on provision from Procurement Lead)

30/09/2023

News feature in the Economic Development
newsletter dated 21.9.23 included the above event.
This will remain in the ED newsletter until the date of
the event. See attached pdf extract of the newsletter.

16/11/2023




Appedix 1

Oustanding Audit Actions as at 22nd May 2024

Action Audit report Priority Agreed Action Implementa Action Owner's Update Date of No of
reference Level tion Target Update |months late
1675 [Social Value in Procurement A A series of Lunch and Learn sessions, covering key 30/04/2023|Procurement have adapted SV questions in tendering | 04/01/2024 13
22.23 Action 5 aspects of social value, contracting and procurement documents to bespoke more to the specific contract.
will be developed and delivered. Training will be How this is monitored throughout the life of a
supported by signposting to key documents / sources contract is still to be determined, but this will form
of information. part of further contract management training.
1678 |Fuel Usage and Payments 22.23 A Once the decision on fuel has been made, the fuel 30/09/2023|HVO trial is still going, the fuel is almost out now, 21/05/2024 8
Action 2 contract will be re-let and listed in the contracts once that has finished we will revert to Fossil Diesel
register to allow for corporate oversight by the and then prepare the report for cabinet. Should be
Procurement Lead. out in a couple of weeks.
.01680 Fuel Usage and Payments 22.23 A The need for the spare 50,000 litre tank will be 30/09/2023|This is tied into the HVO Trial, we are currently using | 21/05/2024 8
Q Action 4 reviewed in terms of cost and value, and the decision this tank for delivery of HVO. Project expected to
(@] to continue or otherwise made at SLT. It will be made complete in Early June-24 with a view on whether we
@ clear to SLT that only limited controls can be applied use HVO or Fossil diesel to be taken by SLT / Cabinet
Il:\J to this part of the fuel supply. roughly Jul-24. The outcome of this will determine
(o) the need for a second tank.
(@)
M 690 |[Debtors Continuous Auditing A Review and update the Debt Management Policy. 30/06/2023|The Director of Finance & Corporate Resources has | 05/03/2024 11
Il:‘) 22.23/1 Obtain appropriate approval of the revised policy. agreed to draft this policy and to present it for
O approval.
1709 |Risk Management 22.23 / 1b R Training to be rolled out to staff 31/03/2024|Approval for Interim Risk Manager to be recruited to | 21/05/2024 2
develop and implement training programme for staff.
Recruitment to commence May 2024.
1710 |Risk Management 22.23 / 1c R Completion of training required by strategy subject to| 30/04/2024|Completion of this action is linked to the completion |21/05/2024 1
oversight/monitoring of action 1609 and therefore cannot commence at
this stage.
1712 |Risk Management 22.23 / 2b R Strategy should identify who is responsible for the 31/03/2024|Interim Risk Manager resource approved to lead of | 21/05/2024 2

reporting and formalise what reporting will take
place.

the implementation of this action. Recruitment to
commence in May 2024.
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	6 INTERNAL AUDIT SERVICE: ANNUAL REPORT 2023/24
	1.	PURPOSE of the report
	2.	WHY IS THIS REPORT NECESSARY
	3.	OPTIONS CONSIDERED/ANALYSIS
	4.	KEY IMPACTS / RISKS
	5.	WHAT ACTIONS WILL BE TAKEN/TIMETABLE FOR IMPLEMENTATION
	6.	LINK TO THE CORPORATE PLAN, STRATEGIC PRIORITIES AND/OR CORPORATE OBJECTIVES
	7.	REASONS FOR THE RECOMMENDED DECISIONS
	8.	LIST OF APPENDICES INCLUDED
	9.	BACKGROUND PAPERS
	2.	ROLE OF INTERNAL AUDIT
	2.1	The requirement for an internal audit function in local government is detailed within the Accounts and Audit (England) Regulations 2015, which states that a relevant body must:
	‘Undertake an effective internal audit to evaluate the effectiveness of its risk management, control and governance processes, taking into account public sector internal auditing standards1 or guidance.’
	2.2	The role of internal audit is best summarised through its definition within the PSIAS, as an:
	‘Independent, objective assurance and consulting activity designed to add value and improve an organisation’s operations. It helps an organisation accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control and governance processes.’
	2.3	The Council is responsible for establishing and maintaining appropriate risk management processes, control systems, accounting records and governance arrangements. Internal audit plays a vital role in advising the Council that these arrangements are in place and operating effectively.
	The Council’s response to internal audit activity should lead to the strengthening of the internal control environment (see appendix 2) and, therefore, contribute to the achievement of the organisation’s objectives.
	3.	Annual Internal Audit OPINION
	3.1	The Head of Internal Audit provides an independent opinion on the overall adequacy of and effectiveness of the Council's governance, risk and control framework and the extent to which the Council can rely on it. This has been considered in the development of the Annual Governance Statement.
	3.2	Regular updates are presented to the Corporate Governance Committee throughout the year which outline the key findings of the internal audit work undertaken during 2023/2024, including any areas of significant weakness in the internal control environment.
	3.3	From the audit reviews undertaken, no areas were identified where it was considered that, if the risks highlighted materialised, it would have a major impact on the organisation as a whole. In each instance where it has been identified that the control environment was not strong enough or was not complied with sufficiently to prevent risks to the organisation, Internal Audit has issued recommendations to further improve the system of control and compliance. Where these recommendations are considered to have significant impact on the system of internal control, the implementation of actions is followed-up by Internal Audit and reported to the Corporate Governance Committee.
	3.4	The results of the work carried out by internal audit, taken together with other sources of assurance, inform the HIA annual opinion on the overall adequacy and effectiveness of the organisation’s framework of governance, risk management and control.
	3.5	The Public Sector Internal Audit Standards requires an audit opinion to be provided by a suitably qualified Head of Internal Audit. The Internal Audit Manager, who was substantively in post during the financial year, has left the Council. Information that supports the Governance Risk and Control framework has been provided to me as a peer Head of Internal Audit, who works regularly with the Council through existing partnership arrangements.
	3.6	I have reviewed the reports and assurance provided by the Internal Audit team in the 2023/2024 Financial Year, plus considered external sources of assurance, to help inform my opinion of the control environment. I have reviewed a sample of working papers that support the audit reports but have not reperformed the quality assurance work completed by the Internal Audit Manager. I also take assurance that regular updates have been provided to  the Corporate Governance Committee during the year.
	3.7	Internal Audit should continually review their own processes for improvement as good practice. There may be scope to improve the team’s internal audit process and I note work undertaken by the Local Government Association (LGA) Peer Review, and that the Council has already engaged with BDO to prepare for an External Quality Assessment. Whilst I have been observing Internal Audit work during this exercise, I have not been duplicating the work of the Peer Review or BDO. If I have seen observations in addition to their existing feedback, I have shared them with the S151 Officer for continuous improvement and development of the team.
	3.8	Assurance can never be absolute. The audit opinion reflects the view of the assessor on the current state of the governance framework and the effectiveness of the systems of internal control across the Council and provides the Committee with an opinion for inclusion in the Annual Governance Statement (AGS). The opinion does not imply that internal audit has reviewed all risks, controls or governance arrangements.
	3.9	The Annual Governance Statement should reflect the financial year, up and to the point that the final Statement of Accounts is approved. Any material changes arising whilst the draft Annual Governance Statement is being reviewed by the external auditors will be revised and republished with the final Statement of Accounts as standard practice.
	3.11	The assurance opinion is based on the outcome of eight audit reviews (one still to be formally issued), follow-up reviews and the reviews of key controls within seven core financial systems. Two further audits are currently being undertaken.
	3.12	There have been nil substantial assurance, four adequate assurance and four ”position statement only” audit reports (general) issued in 2023/24.
	3.13	Forty nine actions for improvement have been agreed in year. Only five actions, all linked to the review of Risk Management, have been classified as ‘red’ priority, i.e., meaning the uncontrolled risk has the potential to seriously affect service delivery.
	3.14	Progress has been noted on actions arising from the core financial audits, with only one action remaining open from last year; the is the review of the Debt Management policy which is scheduled for the next quarter.
	3.15	Service managers have been asked to provide details of any third party or external assurances obtained for their service or any self-assessments they had carried out; the purpose of this was to gain knowledge of other assurance evidenced for a service area’s assurance and to further support the overall annual audit opinion. Third party assurances are also used in the preparation of the annual audit plan.
	3.16	The role of the Internal Audit manager is accountable to the Corporate Governance Committee and maintains organisational independence. They have no constraints placed upon then in respect of determining overall audit coverage, audit methodology, the delivery of the audit plan or proposing actions for improvement or forming opinions on individual audit reports issued.

	4.	DELIVERY OF 2023/24 INTERNAL AUDIT ACTIVITIES
	4.1	Resourcing
	4.2	In Year Internal Audit Activity
	The team undertook the following reviews in year. Reports noted as being in draft are ones where final approval from the respective service managers is awaited.
	The audit plan included the review of key controls within a number of key financial systems. The frequency of these continuous auditing reviews has been carried out on a risk versus value assessment.
	A number of “position statement only” reviews were undertaken. These were in areas where systems and outputs are in development and the insight of Internal Audit could support and challenge the proposed controls to improve the outcomes.
	There were no ‘Limited Assurance’ opinion reports issued in the year. In general, internal audit work found there to be a sound control environment in place across the majority of review areas.
	It should also be noted there was a delay in the commencement of ICT review work; this was due to the originally appointed external resources being unable to fulfil their contractual duties. BDO LLP were subsequently appointed and have commenced review duties, with work on assessing Critical Applications Security currently ongoing.
	4.3	Areas of Concern
	4.4	External Sources of Assurance
	Other sources of external assurance are used to help inform an opinion on the control environment. Assurance work and certification that has been completed in the year includes:

	5.	IMPLEMENTATION OF AGREED ACTIONS AND FOLLOW-UP WORK
	6.	INTERNAL AUDIT PERFORMANCE
	6.1    	The Local Government Association (LGA) undertook a peer review of governance processes, assessed against CIPFA’s “Unlocking Internal Audit Potential” report, to provide insight into the effectiveness of the Council’s arrangements. The peer review highlighted areas that have historically come under the responsibility of Internal Audit but should be considered for separation in order that Internal Audit is able to independently review and report - these include Whistleblowing, the AGS, and the annual Report of the CGC.

	Service delivery targets
	6.1 	A new/refreshed End of Audit Survey has been designed and has been sent to the client for their feedback following closure of an audit.
	The survey asks for feedback on various elements within the following aspects of an audit:
	-	Performance of the auditor.
	-	How well the audit was managed?
	-	How well we communicated?
	-	Quality of the audit report
	-	Overall quality of the audit (including how we could do things differently to improve our service).
	Respondents rated the following areas good or very good:
	-	Overall quality of the audit   			100%
	-	Quality of the audit reports 			100%
	-	Audit scope and coverage 			100% (Duration only 83%)
	-	Performance of auditor			100%
	6.2 	The monitoring of key service delivery targets will be considered in the future but are still used internally as targets within each audit review even though they are not formally measured and reported.
	7.	Quality Assessment & IMPROVEMENT PROGRAMME (qaip)
	Appendices
	Internal control environment
		establishing and monitoring the achievement of the organisation’s objectives
		the financial management of the organisation and the reporting of financial management
		the performance management of the organisation and the reporting of performance management.
	System of internal control
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